HNudopmanmonHas naMATKA 1151 00y4arOLIMXCS

C KUKIBIM I'OA0M MOJIOACKH B MHTCPHCTC CTAHOBUTBLCA 6OJII>IHC, a IMKOJIbHUKH
OJHHN N3 CaMbIX aKTHBHBIX T10JIb30BaTEIICH PyHera MC)KI[Y TCM, IIOMHMO OI'POMHOI'O
KOJIMYCCTBa BOBMO)KHOCTCﬁ, HHTCPHCT HCCCT U HpO6J'I€MI>I. OTa mamsTKa JOJDKHa
TOMOYb TeOe Oe30ImacHO HaxXOOUTHCA B CCTH.

KoMnibloTepHbIe BUPYChI

KoMmbproTepHbpiii BUPYC - 3TO Pa3HOBHIHOCTH KOMIBIOTEPHBIX IPOTPaMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTH K Pa3MHOXKECHHIO.
B nmomomHeHne K 3TOMY, BHPYCHI MOTYT TIOBPEIWTH WIIH TTOJHOCTHIO YHUYTOXHTH BCE
Gaiiibl W JaHHBIC, TOAKOHTPOJIBHBIE TIONB30BATENI0, OT WMEHH KOTOpOro Oblia
3amylieHa 3apakEHHas MporpamMMa, a Takke MOBPEAUTh WM JaXe YHUYTOXKHUTH
OTIEPAIIOHHYIO CHUCTEMY CO BceMu (aiiamu B 1iesioM. B OOJBIIMHCTBE CiTydacB
PacnpoCTPaHsIOTCS BUPYCHI Yepe3 UHTEPHET.
MeTo1b1 3a1MTHI OT BPEAOHOCHBIX MPOrPaMM:

1. Vcnomnb3yii COBpeMEHHBIE OINEPAMOHHBIE CHCTEMbI, UMEIOIINE CEPhE3HBIN

YPOBEHbB 3aIIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. TlocrossHHO ycTaHaBnuBaii madtd (IMQPOBbIE 3aIlIaTKH, KOTOpPHIC
ABTOMATUYECKH YCTaHABJIMBAIOTCSI C IENBbIO JOPAaOTKA TPOrpaMMbl) U JIPyTHE
OOHOBJIEHMSI CBOEH ONEpalMOHHON cHucTeMbl. CkaunBail MX TONBKO € O(HUIMAIBHOIO
caiita paspadorunka OC. Eciu cylliecTByeT pexuM aBTOMATHUECKOTO OOHOBJICHWH,
BKJIFOUH €TO;

3. Paboraii Ha CcBOEM KOMIIBIOTEpE TIOA TMpaBaMH IIOJIH30BATENS, a HE
aIMUHHACTpAToOpa. OJTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpamMM
WHCTAIMPOBATHCS HA TBOEM TIEPCOHATBHOM KOMIIBIOTEPE;

4. Hcnonw3yii  aHTHBUPYCHbIE  TIPOTPaMMHBIC  TPOAYKTHl  M3BECTHBIX

TIPOU3BOJTUTEIICH, C aBBTOMAaTHYCCKUM OOHOBIICHHEM 0a3;

5. Orpannyb GU3UIECKUI JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIT;

6. Hcnone3yit BHENIHME HOCUTEM UH(DOPMAITUH, TAKUE KaK (Drielka, UCK WK

baiin U3 UHTEpHETA, TOJIBKO U3 MPOPEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMITBIOTEpHbIE (hailibl, TMOJYYEHHbIE W3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te ¢haiiiibl, KOTOpbIe MpUCTIan TBOM 3HaKOMBIN. Jlydle yTounu
y HET0, OTIPABJISUI JIU OH TeOe uX.

Cemu WI-FI

Wi-Fi - 910 He Buj mepenau JaHHBIX, HE TEXHOJIOTHS, a BCErO JIMIIb OpeH[I,
Mapka. Emie B 1991 romy HumepnaHickas KOMIIAQHUS 3aperUCcTpUpoBaia OpeH.
«WECA, uto 0603Ha4aio crnoBocoueranue «\Wireless Fidelityy», kotopeiii nepeBoauTest
KakK «OecrpoBOIHASI TOYHOCTEY.

Jlo Harmiero BpeMeHH JoluIa Apyras abOpeBHarypa, KOTopas SBISIETCS TaKO
e TexHosorueit. Ito adopepuarypa «Wi-Fi». Takoe HazBaHue ObLIO IAHO C HAMEKOM Ha
CTaHIapT BBICHIMI 3BYKOBOW TexHuku Hi-Fi, 4to B mepeBome O3HAYaeT «BBICOKAS
TOYHOCTEY.

Jla, OecruiaTHBII MHTEPHET-IOCTYNl B Kade, OTENSIX U adporoprax SBISETCS



OTJIMYHOM BO3MOKHOCTBIO BBIXOZIa B MHTEpHET. HO MHOTHE SKCHEpThI CUMTAIOT, YTO
oomenoctymabie Wi-Fi ceTn He SBIIIOTCS 0€30IacHBIMHU.
CogeTbl 110 6€301IACHOCTH PadoTe B 001IeN0CTYNHBIX ceTsix Wi-fi:

1 He nepenaBaii cBoro aruHyto HH(DOpMaILUiO depe3 oomenoctymHbie Wi-Fi
cetu. PaboTtas B HUX, JKeJaTeJIbHO HE BBOJUTH MApOJM JIOCTYIIA, JIOTUHBI M KaKue-
TO HOMEPA;

2.  Hcnone3yit 1 OOHOBIIAM aHTUBUPYCHBIC MpOrpaMMbl U OpanamMayasp. Tem
CaMbIM Thl 00€30TacHuIllb ce0s OT 3aKaYKHU BUpYyca Ha TBOE YCTPOUCTRBO;

3. Ilpm wucnoms3zoBanmn Wi-Fi otxmoun ¢yHkmmoo «OOmmid gocTyn K
daitnam u npuntepam». JlaHHas QYHKIMA 3aKphiTa MO YMOJIYaHUIO, OJIHAKO
HEKOTOPBIC TIOJIH30BATENN aKTUBUPYIOT €€ IS yI00CTBA UCIIONB30BAHUS B padOTE WM
yueoe;

4,  He wucnons3yit nyomumuneii WI-FI s nmepenaum nMYHBIX  TaHHBIX,
HaIpUMep, I BBIX0/1a B COLUATIbHBIE CETH UITU B AJIEKTPOHHYIO MOYTY;

5. Hcnomw3yii Tonpko 3amnmineHHoe coenuaenue yepe3 HTTPS, a ne HTTP,
T.€. Ipy Habope BeO-aapeca BBOAU UMEHHO «hitps://»;

6. B moOwisHOM Tenedone otkiaoun ¢pyHkiuoo «lloakmouenue k Wi-Fi
aBTOMaTH4ecKi». He noryckaii aBToMaTHuecKoro MoIKIIFOYeHHsT YCTporcTBa k cersiM Wi-
Fi 6e3 TBOCTO Ccormacusl.

Coyuanvhvie cemu

CornmanbHbIE CETH aKTHBHO BXOJAT B HAIITy KM3Hb, MHOTHE JTFOA PabOTAIOT U
KMBYT TaM TIOCTOSIHHO, a B FacebooK yxe 3aperncrpupoBaH MIJUTMAP]T YETOBEK, UTO
SBIICTCSI OJHOM CEObMOM BCEX JKHUTENEH IDIaHeThl. MHOTrHE IIOJIB30BaTeiid  HE
TIOHUMAIOT, 9TO WH(OpMAIUs, pa3MeIeHHass UMH B COIMAIBHBIX CETSAX, MOXKET OBITh
HaliJicHa ¥ KCIOJB30BaHA KEM YIOJHO, B TOM YHCIIe HE 005S3aTelbHO ¢ OJIaruMu
HaMEpEHUSIMHU.

OCHOBHBIE COBETHI 110 O€30MACHOCTH B COITUAITBHBIX CETSIX:

1  Orpannup crucok apy3eil. Y Tebst B Jpy3bsiX HE JODKHO OBITh
CIIy4alHbIX ¥ HE3HAKOMBIX JIFOJEH;

2. 3ammimail CBOK YacTHYHO >KM3Hb. He ykaspiBali maposu, TenedOoHBI,
azipeca, J1IaTy TBOETO POXKICHUS M JIPYTYIO JTUYHYIO MH(OPMAIHIO. 37I0yMBIITLICHHUKH
MOT'YT UCTIOJIb30BaTh Ja)Ke MH(DOPMAIIUIO O TOM, KaK Thl ¥ TBOW POJAUTENH IUIAHUPYETE
MIPOBECTH KaHUKYIIBI;

3. 3amminail CBOO pPenyTaIyio - IEp)KU ¢ B YHCTOTE U 3a/1aBaii ceOe BOIpoc:
X0Ten Obl Thl, YTOOBI APYrHe MOJb30BATEIM BUIEIH, YTO Thl 3arpyxaeib? [lomxymai,
NPEXKJIE YEM YTO-TO OMyOIMKOBATh, HAITMCATh U 3aTrPy3HUTh;

4. Ecmu Thl TOBOPHIIG C JIFOBMH, KOTOPBIX HE 3HACIIh, HE UCTIONB3YH CBOEC
pealbHOE MIMSI Ml APYTYIO JIMYHYIO WH(GOPMAITUU: UMS, MECTO KHUTEILCTBA, MECTO
yueObl U TIpoYee;

5. W3berait pasmemienus ¢ororpaduit B MHTEepHETE, T THI M300paXKEH HA
MECTHOCTH, TT10 KOTOPOI MOKHO OTPEIETUTh TBOE MECTOIOJIOKEHHE;

6. Ilpu perucTpamyu B COIMAIBHON CETH HEOOXOIMMO HCIIOIB30BATh CJIOMKHBIC
TIApOJIH, COCTOSIIIHE U3 OYKB M 1P U C KOIMUECTBOM 3HAKOB HE MeHee §;

[.  Jlns coumanbHOM ceTH, TOUThl U JPYTUX CaliTOB HEOOXOAMMO HCIOIb30BATh



Ppa3HbIC ITAPOJIN. Torz[a ecnu Teos B3JIOMAKOT, TO 3JIOYMBIIJICHHUKHA I10OJIYy4YaT JOCTYII
TOJIBKO K OJHOMY MECTY, @ HC BO BCC Cpa3y.

Anexmponnvle OeHbcu

DJNEKTpOHHbIE AECHBIM — 3TO OYEHb YJOOHBIM CIOCOO IUIaTekel, OIHaKo
CYIIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTAT MOJTYYNUTh 3TH JICHBIH.

OJEKTPOHHBIE JACHBIM MMOSIBUINCH COBCEM HENABHO M MMEHHO M3-3a 3TOT0 BO
MHOTHX TOCYJIapCTBaX 0 CUX IMOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHU (QYHKITMOHUPYIOT U O HUX YK€ MPOIMUCAHO B 3aKOHE, TC
WX pa3leNsIlOT Ha HECKOJIbKO BUIOB - aHOHMMHBIE U HE aHOHUMHbIC. Pa3Huiia B
TOM, YTO AHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3periaeTcs MPOBOAUTH OIeparyn 0e3
WICHTU(UKAIMK TIOTB30BaTeNs, 4 B HEAHOHWMHBIX HICHTU()UKAIMK TTOJTH30BATEIIS
SBJIAETCS 00SI3aTEIbHOM.

Taxxke crnemyer pazMyarh — dNEKTPOHHbIE  (UATHBIE JIGHBIM  (PaBHBI
rOCYJIJapCTBEHHBIM BaTIOTaM) M DJIEKTpOHHbIE HedHaTHbIE JCHBIM (HE PaBHBI
rOCYJIapCTBEHHBIM BAJIFOTaM).

OCHOBHBIE COBETHI 110 O€30MaCHOM paboTe C AMEKTPOHHBIMU JICHbI AMU:

1  [IpuBsxu K cuery MOOWIBHBIN TeredOoH. DTO camblil yOOHBINA U OBICTpPHIi
Croco0 BOCCTaHOBUTH JAOCTyNm K cuery. [IpuBsi3aHHbI TeneOH MOMOXKET, €Civ
3a0y/1e1b CBOM TIATEKHBIHN MApOJTh WK 3akJIEITh Ha CAT C HE3HAKOMOT'O YCTPOICTBA;

2. Hcrmomw3yit omHopa3zoBble mapoiu. [locne mepexoga Ha YCHIICHHYHO
aBTOpH3aIMI0 TeOe yxe He OyleT yrpokaTb ONACHOCTh KpPaKW WM TepexBara
IUIATEKHOTO MapOoJIs;

3. Bribepu cnoxnsiii mapons. [Ipectymankam Oyaer He MPOCTO yraaarh
CJIOXHBIN naposib. HanexxHble napoim — 310 maposi, KOTOPBIE COAEPKaT HE MEHee 8
3HAKOB M BKJIIOYAIOT B C€0sl CTPOYHBIE W MPOMHCHBIC OYKBBI, UGMPHI U HECKOJIBKO
CHMBOJIOB, TaKWE KaK 3HAK JOJUIapa, (yHTa, BOCKIMIATEBHBIA 3HaK U T.I1. Hampumep,
StRONg!;;

4. He BBOmM CBOM JIMUHBIC JaHHBIC HA CaTaX, KOTOPHIM HE JIOBEPSICIIIb.

Inekmponnan nouma

OJIeKTpOHHAsl IoYTa — 3TO TEXHOJIOTWS W IIPENOCTABISIEMBIE €0 YCIYTH IO
HEePeChUIKE U TOIYYEHHIO SJIEKTPOHHBIX COOOIIEHHUH, KOTOpbIE PACHpeNeNstoTcs B
KOMITbIOTEpHOM ceTH. OOBIYHO JJEKTPOHHBIA TMOYTOBBIA  SIIMK  BBITJISIAT
CJIeIyIOUUM 00pa3oM: UMs_TOJIb30BATESI(@UMS_JIOMeHa. Takxke KpoMe nepenadu
MPOCTOrO TEKCTA, UMEETCSI BO3MOKHOCTD NIepeiaBaTh (aiiibl.

OCHOBHBIE COBETHI 10 OE30MaCHOM PadOTE C AIEKTPOHHOM TOUTOM:

1  Hago BbIOpaTh MNpaBWIbHBIA TOYTOBBIA cepBUC. B wuHTepHETE ecTh
OIPOMHBII BBIOOp OECIIIIaTHBIX TTOYTOBBIX CEPBUCOB, OJJHAKO JIyUIlle JOBEPSTH TEM, KOTO
3HAEIIb U KTO [IEPBBIN B PEUTUHTE;

2.  He yka3pBaii B m4HOM TIodTe JMUHYr0 MHMopMaiuio. Hampumep, mydrie
BBIOPATh «MY3bIKaIbHBIN _(paHaT@» uin «pok2013» BmecTo «remal3»;

3. Hcnone3yit AByX3TalHYyIO aBTOPU3AIHIO. ITO KOTJIa IIOMUMO TIAPOJIsl HyXKHO
BBOJIWTH KOJI, IPUChLIaeMbIil 1o SMS;

4.  BpiOepu CoXHBINA Mapoib. [ KaXI0ro MOYTOBOrO SIIMKA JODKEH OBITh



CBOM HAJIC)KHBIN, YCTOMYMBBIN K B3JIOMY apOJlb;

5. Eciu ectb BO3MOXKHOCTh HAlMCaTh CaMOMY CBOWM JIMYHBIA BOIPOC,
UCIOJIb3YW 3Ty BO3MOYKHOCTb;

6. Hcnonp3ylh HECKOJBKO TIIOYTOBBIX SIIMKOB. [lepBbI Ui 4acTHOM
MIEPENNCKU C aipecaTamMu, KOTOPBIM Thl IOBEPSACIIb. DTO 3JEKTPOHHBIN aJpec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMU Ha OopyMax U CalTax;

/. He oTkpbiBail Qaiiibl U Apyrue BIOKEHUS B MUCbMax JaXe €CId OHU
NPUILIA OT TBOUX Jpy3eil. JIydilie yTouHM y HUX, OTIIPABIISUIA JIM OHU TeOe 3TH (haiiibl;

8  Tlocne okoHwyaHus pabOThI HA MOYTOBOM CEpPBUCE TEPEN 3aKPHITUEM
BKJIAJIKH C CATOM He 3a0yJp HaXaTh Ha « BeIATI».

Kubepoynnune unu eupmyanvnoe u3zoeeameibCmeo

KubepOyumHr —  mpeciemoBaHuE  COOOIMIEHUSIMHU,  COACpPIKAIUMHU
OCKOpOJIEHHUS, arpecCcHIo, 3aIyTrMBaHKE; XYIUTaHCTBO; COLMAIILHOE OOMKOTHPOBAHHUE C
MTOMOILIBIO Pa3JIMYHBIX NHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 10 00PLiE ¢ KHOEPOYIIIHHIOM:

1 He Opocatics B 0oif. JIyummmii crioco0: MOCOBETOBATLCS KaK ceOsl BECTH H,
€CIIM HET TOro, K KOMY MOXXHO OOpaTUThCS, TO BHayajie YCIOKOWUThCS. Eciu Thbl
HAYHElIb OTBEYaTh OCKOPOJECHUSIMA Ha OCKOPOJICHUS, TO TOJIBKO erie OoJblie
PpasoXxKeTb KOH(DIUKT;

2. Ympapmsiii cBoei KuOepperyTaryei;

3. AHOHMMHOCTH B ceTh MHHUMas. CyIIECTBYIOT CHOCOOBI BBIICHHUTH, KTO
CTOWT 32 aHOHUMHBIM aKKayHTOM;

4.  He crour BecTH XyJWTraHCKU 00pa3 BUPTYyaldbHOM X M3HW. VHTEpHET
(duKcUpyer Bce TBOM JCWCTBUSI M COXpaHAET MX. YJAIMTh HX Oyner KpaiiHe
3aTPYAHUTENBHO;

5. CoOmomaii CBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyit emunuuHbii HeraTuB. OJHOpPa30BbIE OCKOPOUTEIbHbBIE
COOOIICHHS JydIlle UTHOPHpOBaTh. OOBIMHO arpeccust MpEeKpaiaeTcsi Ha HavaJbHOW
CTa/InH;

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMU COOOIICHHSMH, B
COLMATIBHBIX CETAX €CTb BO3MOXKHOCTH OJIOKMPOBKH OTIPABKU COOOIICHHHA C
OIpEICIIEHHBIX aPECOB;

8 Ecmu 1B cBumerens KuOepOy/ummHra. TBOW ACUCTBHUS: BBICTYIHTH
MIPOTHUB TpECiIe0BaTeNs, MOKa3aTh MY, UTO €ro JCHCTBHUS OLEHUBAIOTCS HETATUBHO,
NoJIIepKaTh KEPTBY, KOTOPOW HYXHA TCHUXOJIOTUYECKass TOMOIb, COOOIIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

Moobunvnstit meneghon

CoBpemeHHbIe cMapT()OHBI U MJIAHIIETHI COIEPIKAT B ceOe BITOJTHE B3POCIIbIT
GYHKIIMOHAI, W TEmepb OHM MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMHU
KoMmIbloTepaMu. OTHAKO, CPEICTB 3aLMTHI JJIsl TOJOOHBIX YCTPOMCTB MOKa OYEHb MaJIo.
TecTrpoBaHue 1 TIONCK YS3BUMOCTEH B HUX MPOUCXOINUT HE TaK MHTCHCUBHO, KaK IS
[1K, To ke camoe KacaeTcs U MOOUITbHBIX MTPHIIOKEHUH.

CoBpeMeHHbIe MOOHJIbHBIC Opay3ephbl YK€ MPAKTUYECKH JIOTHAIM HACTOJILHBIC
AHAJIOTH, OJTHAKO PaCIIMpeHue (PyHKIMOHAIA BIICUET 32 COO0M OOJIBIIYIO CIIOKHOCTD U



MEHBIIIYIO 3alTUIIEHHOCTb.

Jlaneko He Bce MPOW3BOIMTENN BBITYCKAIOT OOHOBJIEHUS, 3aKPHIBAIOIIME
KPUTUYECKHE YSI3BUMOCTH ISl CBOMX YCTpPOMCTB.
OCHOBHBIE COBETHI 151 6€30I1aCHOCTH MOOMITBHOTO Tesle)oHa:

1  Hwuero He sBIseTCS TO-HAcToOsAIIEMY OecIUIaTHBIM. Byab ocTopoxeH,
Bellb Korja Tebe mpeasaraioT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKye-TO IJIaTHbIE YCIYTH;

2. Jlymaii, mpexxzie uem otnpaBuTb SMS, ¢poTo nim Buaeo. Thl TOUHO 3HAEIIIb,
r7ie OHU Oy1yT B KOHEYHOM UTOre?

3. HeoOxomimMo 0OHOBIIATH ONIEPAIIOHHYIO CHCTEMY TBOETO CMApT(OHA;

4. Vcnonb3yii aHTUBHPYCHBIE MIPOrPaMMBI 171 MOOMITBHBIX TEJIE(OHOB;

5. He 3arpyxail npuiokeHusi OT HEU3BECTHOTO HMCTOYHUKA, BEIb OHU MOTYT
coziep>kaTh BPEAOHOCHOE TIPOTpaMMHOE 00eCIIeUeHHE;

6. Ilocnme Toro kak Tbl BBIHACHIL C caifTa, IJ€ BBOJWI JIMYHYIO
WH(OPMAIIHIO, 3ai/I1 B HACTPOMKHU Opay3epa u yaanu COOKies;

7. Ilepnonuuecku npoBepsiii Kakue IUIaTHbIE YCIyTH aKTUBUPOBAaHbI HA TBOEM
HOMEDE;

8  JlaBaii cBOil HOMEp MOOMJILHOTO TeJIe(POHA TOJIBKO JIIOIIM, KOTOPBIX Thl
3Haellb U KOMY JI0BEpSICIlIb;

9.  Bluetooth nomken ObITH BBIKITFOUEH, KOTIa THI UM HE MOJb3yelbes. He
3a0bIBail MHOT/Ia TIPOBEPSITH ITO.

Online uzpor

CoBpeMeHHbIe OHJIaH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE Pa3BICUCHUS,
OOBEAUHSIONINE COTHU THICSY YEJIOBEK MO BceMy MuUpy. Urpoku McChemyroT JaHHBIA
UM MUp, OOILAIOTCS IPYT C IPYTOM, BBIMOJIHSIOT 33/1aHUSI, CPAXKAIOTCS ¢ MOHCTPAMH U
IOJYYarOT OIBIT. 3a YIOBOJILCTBUE OHM IUIATAT: TMOKYIMAKOT JUCK, OIUIAYMBAIOT
a0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIUH.

Bce atu cpeacTBa MAYT Ha NOIJAEPKAHUE U PA3BUTHE UI'PBI, & TAKIKE HA CaMy
0€30IacCHOCTb: COBEPILEHCTBYIOTCSI CUCTEMbl aBTOPU3ALMH, BBIIYCKAIOTCS HOBBIE
naTuu (IUQPOBBIE 3aIUIATKH JIJISI IPOTPaMM ), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mono0OHbIX Urpax CTOMT omacarbcsi HE CTOJIBKO CBOMX COINEPHUKOB, CKOJIBKO
KpaXkXu TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMA aBTOPH3aLK OOJIBIIIMHCTBA UTP.
OCHOBHBIE COBETHI 110 OE€30ITACHOCTH TBOETO UTPOBOIO AKKAYHTA:

1 Ecmm gpyroii urpok BemeT ceOsi IIOXO WM CO3[aeT TeOe HENpUSTHOCTH,
3a0JIOKUPYH €T0 B CIIHCKE UTPOKOB;

2. Tloxamyiics agMUHHUCTpaTOpaM UIPbl HAa IUIOXO€ TOBEJACHHUE 3TOrO
UTPOKA, JKENATEIIbHO MPUIIOKUTh KAKHUE-TO JIOKA3aTeNILCTBA B BUJIE CKPHHOB;

He yka3biBaii imuHyto nH(opmaiio B mpodaiine urpsi;

YBakail Ipyrux y4aCTHHUKOB I10 UIPE;

He ycranaBnvBaii Heo(huIMaabHbIC TATIA U MO/IBI;

Hcrionb3yii CII0KHBIE U pa3HbIE MApOJIH;

Jlaxxe BO BpeMs WIpPbl HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [loka TbI
UIpaellb, TBO KOMIBIOTEP MOTYT 3apPa3UTh.

No ok w



Dumunz unu Kpaxea TUYHbIX OAHHBIX

OOBbIYHON Kpaskel JEeHEr U JOKYMEHTOB CETOJIHS YK€ HUKOIO HE yJIUBHUIIb,
HO C pa3BUTUEM HHTEPHET-TEXHOJOTUN 3JI0YMBIIUIEHHUKA NEPEMECTUINCh B
UHTEPHET, U MPOJOJDKAIOT 3aHUMAThCS «IFOOMMBIMY JIEJIOM.

Tak nosiBUIack HOBas yrpo3a: UHTEPHET-MOIIIEHHUYECTBA WM (DUILIMHT, TJ1aBHAs
LIEJIb KOTOPOTO COCTOUT B MOMYYEHUH KOH(UICHIMAIBHBIX JaHHBIX MOJIB30BaTeNeH —
JIOTMHOB U maposieit. Ha anrmmiickom si3bike phishing unraercs kak ¢uimar (ot fishing
— pBIOHAs JIOBJIA, PASSWOrd — maposin).

OcHoBHbBIE COBETHI 110 00pL0E ¢ (PUILTMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaelib, YTO TBOSI aHKETa
OblTa B3JIOMaHa, TO  HEOOXoAMMO  3a0JOKMpOBaTb €€ U COOOIIWTH
aIMUHHCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2.  HWcmome3yii Oe3omacHble BeO-CATh, B TOM YHCIIC, HWHTEPHET-

Mara3suHOB U TOMCKOBBIX CUCTEM;

3. Ucnomp3yil cnoxHble M paszHble napond. Takum oOpasoMm, eciau Teds
B3JIOMAIOT, TO 3JI0YMBILUIEHHUKH MOTyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY IPO(UITIO B
CETH, a HE KO BCEM;

4. Eciam T1ebs B3nOoMalu, TO HEOOXOAMMO MPEIyNPEAUTbh BCEX CBOUX
3HAKOMBIX, KOTOpbIE IOOAaBIEHBI y TeOS B JIPY3bsX, O TOM, 4TO TeOs B3IOMAIU H,
BO3MOXHO, OT TBOEIO MMEHHM OYJAET pacchUIaThCsl CllaM U CChUIKM Ha (DUIIMHIOBBIE
CalThI,

5. Ycranosu HanexHbId napoitk (PIN) Ha MOOWITbHBIN TenedoH;

6.  OTxmroun coxpaHeHue Mmaposis B Opaysepe;

/. He otkpbiBail (aiiibl U Apyrve BIOKEHHUS B MUChbMaxX Jake €ClIM OHU
NPUILLUIMA OT TBOUX ApYy3eil. JIydile yTouHH y HUX, OTIIPABIISUIM JIU OHU T€OE 3TU (PaiIIbI.

Hudgpposaa penymanus

[Mudposas permyTaiyst - 3T0 HETaTHBHAS WM TTO3UTUBHAsT MH(DOPMAITUS B CETH O
tebe. Kommpomerupytormast nH(popmalys pa3MeleHHasi B UTHTEPHETE MOYKET CEPhE3HBIM
00pa3oM OTpasuThcs Ha TBOEH peanbHOM ku3HU. «lludpoBas pemyraiwsp» - 3T0 TBOM
UMUK, KOTOpBIH (popMupyercs u3 uHpopManuu o Tebe B MUHTEpHETE.

TBoe MecTo JKWTEIhCTBA, y4eObl, TBOC (PHMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJM3KUX - BCE 9TO HAKAIIJIUBAETCS B CETH.

MHorue mnoapOCTKH JIETKOMBICJIEHHO OTHOCSITCS K MyOJNMKAaliy  JIMYHON
uHpopmatm B MHTEpHETE, HE MOHMMAas BO3MOXHBIX MOCHEACTBUMA. Thl Jaxke He
CMOXKEIIb J0TafaThCsi O TOM, 4To (oTorpadus, pasMelieHHas 5 JieT Hazaa, craia
NPUYMHOMN OTKa3a MPUHATH Te0sl HA PadoTY.

KommenTtapuu, pazmenienue TBoux ¢gotorpaduii u apyrue AeHCTBUS MOTYT
HE HWCYE3HYTh JaXe IIOCJe TOro, Kak Thl WX YJalulib. Thl HE 3Haellb, KTO
COXpaHWI 3Ty WH(POPMAIIHIO, TTOTIANIA JIU OHA B TIOMCKOBBIE CUCTEMBI U COXPAHUIIACH JTH
OHa, a TJIaBHOE: YTO MOAYMAIOT O TeOE OKPYIKAIOIIEE JIFOAU, KOTOpPbIE HAHIYT U YBUIAT
s10. Haitt uHboOpMarmio MHOTO JIeT CIYCTs CMOXET JIFoO0OH - Kak U3 J0OpBIX
noOyXJIeHU, TaK U C HAMEPEHHEeM MPUYUHHUTH Bpel. DTO MOXET OBITh KTO
YTOIHO.

OCHOBHBIE COBETHI IT0 3AITHTE I(POBOM PEITyTaITN:



1 Tlomymaii, mpexmae yeM 4To-TO MyOJMKOBAaTh U MepeaaBaTh y ceOst B 6ore
W B COLIMATBHOM CeTH;

2. B mHactpoiikax mpo¢wisi YCTAHOBU OIPAaHMYEHUS] HA TPOCMOTP TBOETO
TPOQUIISL U €0 COAEPKUMOTO0, CIeNall €0 TOJIBKO «IJIS IPpy3ei»;

3. He pa3meniaii u He ykasbiBail MH(pOpMAIMIO, KOTOpas MOKET KOro-amoo
OCKOPOJIATH MJTH OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE  IIKOJIBHUKH-  aKTUBHBIE  MOJb30BaTeIn  IU(GPOBOTO
npoctpaHcTBa. OJHAKO [aleKO HE BCE 3HAIOT, YTO IIOJb30BAHUE MHOTMMH
BO3MOXKHOCTSMH ~ Imi(ppoBoro  Mupa  TpeOyeT  coONo/eHMs  MpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «HMHTEIEKTyaJbHas COOCTBEHHOCTHY» OTHOCHUTCS K  Pa3IMYHbIM
TBOPEHMSIM YEJIOBEUECKOTO YMa, HAuMHas C HOBBIX HW300pETEHHH U 3HAKOB,
0003HaYaIONIMX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTW , U 3aKaH4YMBas KHUTAMH,
dboTorpadpusiMu, KHUHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE TpaBa - 3TO IpaBa HA HUHTEJUICKTYyalbHYI0 COOCTBEHHOCTh Ha
NPOU3BEACHUST HAYKH, JIMTEPAaTypbl M HCKYCCTBA. ABTOPCKME IIpaBa BBICTYNAKOT B
KaueCTBE TapaHTHU TOTO, YTO MHTEIJUIEKTYaJIbHBIA/TBOPUECKUI TPYZ aBTOpa HE Oyner
HAaIlpacHbIM, JacT €My CIIPaBEIIMBbIE BOZMOKHOCTH 3apaboTaTh Ha Pe3ysIbTaTax CBOETO
TpyJa, MOMYYUTh U3BECTHOCTh U Npu3HaHue. Hukro 0e3 pasperieHus aBTopa HE MOXKET
BOCIPOM3BOJIUTH €r0 MPOU3BEACHUE, PACIIPOCTPAHATh, IMyOJUYHO AEMOHCTPHPOBATH,
Npo/JaBaTh, HMMIOPTUPOBATh, IyCKaTb B NPOKaT, MyOJUYHO  UCIOJHSATS,
NOKa3bIBaTH/UCTIOHATH B 3Hpe WK pa3Melars B MIHTepHere.

Hcronb30BaHue «MMpaTcKoro» MpOrpaMMHOIO OOECTIEYEHHsI MOMKET MPHUBECTH K
MHOTHM DPHUCKaMm: OT MOTEpH JAHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKU TBOETO
YCTPOWCTBA, I/l YCTAHOBJICHHBIM HE JierajbHas nporpamma. He crour Takxke
3a0bIBaTh, YTO CYILECTBYET JIETajibHble M O€cIIaTHbIE IMPOrpPaMMbl, KOTOpbIE
MOYKHO HAUTHU B CETH.

O nopmane

CereBU4OK.p( - TBOM IIABHBIM COBETYHK B CETU. 3JI€Ch Thl MOXEIIh y3HAThH
0 0€30MacHOCTH B CETU TOHSATHBIM M JIOCTYIHBIM SI3bIKOM, a TMPH BO3HUKHOBEHHUU
KPUTUYECKOW CHUTyalldd OOpaTUThCSl 32 COBETOM. A TaKkKe NpPUHATh ydyacTue B
KOHKYpPCax U CTaTh CaMbIM ITU(PPOBBIM IrpakgaHUHOM !



